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CCTV and Image Capture Technology 
Policy  
 

1. POLICY SUMMARY 
 
The Southern Co-operative Limited (“Southern Co-op”) uses CCTV and other image capture 
technology across its retail stores. We respect your privacy and are committed to protecting your 
personal data which we collect in the course of trading.  This policy details the purpose, use and 
management of this technology and the required procedures to ensure that Southern Co-op 
complies with relevant legislation and the current Information Commissioner’s Office (“ICO”) Code 
of Practice. It sets out how we look after the personal data in the images which is processed by the 
technology and also what your rights are in relation to that personal data. 
 
Southern Co-op has voluntarily adopted the Surveillance Camera Code of Practice, issued under 
the Protection of Freedoms Act 2012 and in particular the 12 guiding principles. 
 
 
2. IMPORTANT INFORMATION AND WHO WE ARE 
 
Purpose of this policy  
 
This policy aims to give you information on how Southern Co-op collects and processes your 
personal data through the use of its CCTV and image capture technology used in and around its 
retail stores.   
 
It is important that you read this policy together with any other policies, in particular our main 
Privacy Notice which details how we deal with your personal data generally. We may also produce 
processing notices on specific occasions when we are collecting or processing personal data about 
you so that you are fully aware of how and why we are using your data. This policy supplements 
the other policies and is not intended to override them. 
 
The obligations of our colleagues’ relating to their use of the Southern Co-op CCTV is available on 
our internal communication system Connect. 

 
Details of the technology in use and responsibility for it 
 
This policy and the procedures detailed apply to Southern Co-op’s retail store based CCTV, its 
other image capture technology and any other systems capturing images of identifiable individuals 
for the purpose of viewing and/or recording the activities of individuals including body worn 
cameras (collectively referred to in this policy as “Southern Co-op CCTV”). Whilst the management 
of some of the Southern Co-op CCTV is through contractual arrangements with approved 
contractors, Southern Co-op is the data controller for the Southern Co-op CCTV and images 
produced by it are monitored and recorded in strict accordance with this policy. 

 
Some of our retail stores also have licence plate recognition cameras and some of our third party 
security personnel use body worn cameras both of which are owned and managed by third party 
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contractors (“Third Party Image Capture Technology”). Southern Co-op is not the data controller 
for the Third Party Image Capture Technology and images produced by it are not monitored or 
recorded by Southern Co-op so they are outside the terms of this policy but are covered by the 
third party providers’ policies. Please see paragraph 9 below for the contact details of these third 
party providers. 
 
A small number of our retail stores have facial recognition technology cameras which are managed 
by a third party contractor. If you require more information on our use of facial recognition 
technology, please contact our DPO at dataprotectionofficer@southerncoops.co.uk 
 
Contact details 
 
We have appointed a data protection officer (“DPO”) who is responsible for overseeing questions 
in relation to this policy. If you have any questions about this policy, our use of your data or 
anything relating to the data we hold about you, please contact the DPO using the details set out 
below. 
 
Our full details are: 
 
Full name of legal entity:   The Southern Co-operative Limited (Registered number: 1591R) 
DPO:   dataprotectionofficer@southerncoops.co.uk 
Postal address:   1000 Lakeside, Western Road, Portsmouth, P06 3FE 
 
You have the right to make a complaint at any time to the ICO, the UK supervisory authority for 
data protection issues (www.ico.org.uk). We would, however, appreciate the chance to deal with 
your concerns before you approach the ICO so please contact us in the first instance. 
 
 
3. SOUTHERN CO-OP’S USE OF CCTV AND IMAGE CAPTURE TECHNOLOGY  

 
The store manager (as the Designated Premises Supervisor – DPS) has a legal responsibility 
within a stated condition of the store’s alcohol licence, to ensure that they (and those to whom they 
devolve the supervision of the sale of alcohol), can operate their store’s CCTV system and are 
authorised to provide CCTV evidence to enforcement officers subject to data protection law. 
 
CCTV cameras operate across all of Southern Co-op’s retail stores.  
 
As set out above there is additional image capture technology in place in our retail stores which is 
either operated or managed by Southern Co-op, or provided, operated and/or managed by third 
parties. This technology is used for specific, limited purposes where a particular store is 
experiencing high levels of crime or is being targeted by repeat offenders.  The necessity for 
additional security equipment is assessed on an individual basis taking all relevant factors into 
account and reviewed on a regular basis. 
 
Signage is placed at pedestrian and where appropriate, vehicular entrances in order to inform 
colleagues, visitors and members of the public that CCTV is in operation. The signage indicates 
that the system is managed by Southern Co-op or our approved third party providers (where 
applicable).  
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Consistent with our reasons for using CCTV, cameras are sited to focus on Southern Co-op 
premises and not on private residential or public areas. They are installed throughout our retail 
stores including car parks, within buildings and externally in vulnerable public facing areas. 
 
Southern Co-op owned body worn cameras are only activated when a colleague feels they are 
entering a security situation. At this point, the colleague will activate the camera and inform the 
customer that they are being recorded.  
 
The use of covert cameras is restricted to rare occasions, for example, when a series of criminal 
acts have taken place that warrant additional security measures. Covert recording will only take 
place in accordance with our statutory obligations where informing the individual(s) concerned 
would seriously prejudice the reason for making the recording and where there are reasonable 
grounds to suspect that illegal or unauthorised activity is taking place. All such monitoring will be 
fully documented and will only take place for a limited and reasonable period. 
 
A list of what items of security equipment are in operation in a specific retail store can be provided 
upon request to dataprotectionofficer@southerncoops.co.uk 
 
 
4. PERSONAL DATA, PURPOSES AND LAWFUL BASIS FOR PROCESSING IT 
 
The Southern Co-op CCTV capture personal data being images of individuals within range.  This is 
known as identity data and is the only category of personal data which is processed by the 
Southern Co-op CCTV. We do not process any biometric data through our use of the Southern Co-
op CCTV.  
 

 We rely on the lawful basis that we have a legitimate interest to process personal data through our 
use of the Southern Co-op CCTV to protect our business and keep our customers, members, 
colleagues and third parties visiting our premises safe.  Specifically, we have Southern Co-op 
CCTV for the following purposes: 

 
 to comply with licensing requirements (the sale of alcohol etc); 
 for the prevention, reduction, detection and investigation of crime and other incidents; 
 to ensure the safety of colleagues, visitors and the public; 
 to assist in the investigation of suspected breaches of Southern Co-op’s policies and 

contractual arrangements by colleagues or approved contractors; 
 to protect our business and assets;  
 to investigate accidents, incidents and claims; 
 for training and awareness; and 
 the monitoring and enforcement of traffic related matters which affect our business or assets. 

 
The CCTV footage obtained is used to view incidents which require a response; for example where 
there has been a potential breach of licensing requirements, an alleged criminal act, an accident, 
damage to our assets etc. Any response will be proportionate to the incident being witnessed. 
Where it is obtained for training purposes, we will take steps to protect the privacy of the 
individuals shown if necessary. 
 



 

 

4

Southern Co-op considers and balances the impact of the processing on individuals and their 
rights when operating the Southern Co-op CCTV.  
 
 
5. DISCLOSURES OF YOUR PERSONAL DATA  

 
We may have to share the personal data processed by the Southern Co-op CCTV in accordance 
with the purposes we collected it for but we will only do this for specific and limited reasons.  
 
We may also share footage with law enforcement agencies, such as the Police and Trading 
Standards, and other third parties where we have appropriate security safeguards in place in 
accordance with our statutory obligations.  
 
All images recorded by the Southern Co-op CCTV remain the property and copyright of Southern 
Co-op. 
 
 
6. DATA SECURITY 
 
The Southern Co-op CCTV cameras can be monitored on site by authorised individuals only within 
the store manager’s office which is a secure area and from Southern Co-op’s head office. 
 
For added safety and security, the Southern Co-op CCTV cameras are also monitored via remote 
access at the Alarm and CCTV Monitoring Station which is staffed 24 hours a day by Southern Co-
op’s approved contractors. 
 
Footage recorded on Southern Co-op’s body worn cameras is automatically uploaded to a secure 
cloud based server which is only accessible by our Alarm and CCTV Monitoring Station. Footage is 
not retained on the cameras. 
 
We have put in place appropriate security measures to prevent your personal data from being 
accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we 
limit access to your personal data to those employees, agents, contractors and other third parties 
who have a business need to have access or there is a statutory justification to share it with them. 
Our colleagues who require access in the course of their job are only authorised once they have 
had the requisite appropriate training. Where we need to share it with third parties we only do so 
where we are confident appropriate protections are in place. 
 
We have procedures to deal with any suspected personal data breaches and will notify you and 
any applicable regulator of a breach where we are legally required to do so. 
 
 
7. RETENTION OF IMAGES  

 
CCTV images are retained for between 28 and 31 days from the date of recording, depending on 
the particular system in use, before being automatically overwritten in accordance with industry 
practice. 
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Images captured by Southern Co-op owned body worn cameras can be retained for up to 30 days 
before being automatically wiped.  
 

Where appropriate, images may be saved and kept for longer when we need to carry out an 
investigation into a crime or accident or for the purposes of a legal or regulatory matter. These 
images will be securely destroyed when they are no longer required in accordance with the specific 
department’s retention policy. 
 
In respect of the retention periods of the Third Party Image Capture Technology, please refer to 
paragraph 9 below for the contact details of the relevant third parties. 
 
 
8. YOUR LEGAL RIGHTS 
 
The legal rights relating to your personal data we process are set out in our main Privacy Notice 
which can be found on our website but the most relevant one is your right to request copies of the 
images and footage we hold.  
 
Subject access requests 
 
Requests by individuals for images of themselves known as “subject access requests” should be 
made to our DPO at dataprotectionofficer@southerncoops.co.uk Please note CCTV footage is 
automatically deleted after 28 days in line with standard industry practice so make sure your 
request is received in good time with all the information required to action it effectively. 
 
In order to locate the images of the individual, sufficient detail must be provided by the individual in 
order to allow the relevant images to be located.  In accordance with data protection legislation, we 
will request photo identification in order to verify that the images are of that individual. 
 
If the requested images contain the personal data of other individuals, which is often the case, 
Southern Co-op will attempt to redact the third party data from the images. If this is not possible, 
Southern Co-op is not obliged to comply with a subject access request unless satisfied that the 
other individuals have provided their express consent to the images being disclosed with their 
personal data present. 
 
Southern Co-op will respond to subject access requests within the statutory timescale which in 
most cases is one month from receiving the request. 

 
In accordance with the laws relating to subject access requests, we do not disclose CCTV images 
direct to insurance companies, solicitors or other third parties unless such parties are able to 
evidence that their requests come within the statutory exemptions and we are satisfied that other 
individuals’ rights are not at risk or it constitutes a valid subject access request. 
 
 
9. THIRD PARTY IMAGE CAPTURE TECHNOLOGY QUERIES 
 
Queries or subject access requests in respect of images captured on the Third Party Image 
Capture Technology should be referred to the appropriate third party provider detailed below. 
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 Licence plate recognition: Creative Car Parks Ltd via 
dataprotectionofficer@creativecarpark.co.uk 

 
 Body worn cameras: SWL Security Services via dpt@swlsecurity.com 

 
 Facial recognition: Facewatch via dpo@facewatch.co.uk 

 
 
Responsible (R) Corporate Affairs Accountable (A) Loss Prevention 
Consult (C) Loss Prevention Inform (I) Central Operations 

and Stores 
Date 30/01/2023 Version Version 3 
Job Role Approval Director of Corporate Affairs 

 
 
 
 

 
 

 


